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Cracking into Hack the Box
3 Modules Easy

To be successful in any technical information security role, we must have
a broad understanding of specialized tools, tactics, and terminology. This
path introduces core concepts necessary for anyone interested in a
hands-on technical infosec role. The modules also provide the essential
prerequisite knowledge for joining the main Hack The Box platform,
progressing through Starting Point through easy-rated retired machines,
and solving "live" machines with no walkthrough. It also includes helpful
information about staying organized, navigating the HTB platforms,
common pitfalls, and selecting a penetration testing distribution.
Students will complete their first box during this path with a guided
walkthrough and be challenged to complete a box on their own by
applying the knowledge learned in the Getting Started module.

Intro to Academy

8 Sections Fundamental General

Your first stop in Hack The Box Academy to become acquainted with the
platform, its features, and its learning process.

Hacking WordPress
16 Sections Easy Offensive

WordPress is an open-source Content Management System (CMS) that
can be used for multiple purposes.

Linux Fundamentals
30 Sections Fundamental General

This module covers the fundamentals required to work comfortably with
the Linux operating system and shell.

Network Enumeration with Nmap

12 Sections Easy Offensive

Nmap is one of the most used networking mapping and discovery tools
because of its accurate results and efficiency. The tool is widely used by
both offensive and defensive security practitioners. This module covers
fundamentals that will be needed to use the Nmap tool for performing
effective network enumeration.

File Transfers

10 Sections Medium Offensive

During an assessment, it is very common for us to transfer files to and
from a target system. This module covers file transfer techniques
leveraging tools commonly available across all versions of Windows and
Linux systems.

edwin swagerty
#699623

PROGRESS

100% Completed
D

PROGRESS

100% Completed
D

31.25% Completed
G

100% Completed
D

100% Completed
D

10% Completed
am



Web

Requests

Using the
Metasploit - -
Framework .. 4

JavaScript
Deobfuscation

Windows
Fundamentals

Getting
Started

n

Introductio
to Python 3

Penetration 4" =
Testing - ? 6
Process z

Web Requests

8 Sections Fundamental General

This module introduces the topic of HTTP web requests and how different
web applications utilize them to communicate with their backends.

Using the Metasploit Framework

15 Sections Easy Offensive

The Metasploit Framework is an open-source set of tools used for
network enumeration, attacks, testing security vulnerabilities, evading
detection, performing privilege escalation attacks, and performing post-
exploitation.

JavaScript Deobfuscation
11 Sections Easy

This module will take you step-by-step through the fundamentals of
JavaScript Deobfuscation until you can deobfuscate basic JavaScript
code and understand its purpose.

Windows Fundamentals

14 Sections Fundamental General

This module covers the fundamentals required to work comfortably with
the Windows operating system.

Getting Started

23 Sections Fundamental Offensive

This module covers the fundamentals of penetration testing and an
introduction to Hack The Box.

Introduction to Python 3
14 Sections Easy General

Automating tedious or otherwise impossible tasks is highly valued during
both penetration testing engagements and everyday life. Introduction to
Python 3 aims to introduce the student to the world of scripting with
Python 3 and covers the essential building blocks needed for a beginner
to understand programming. Some advanced topics are also covered for
the more experienced student. In a guided fashion and starting soft, the
final goal of this module is to equip the reader with enough know-how to
be able to implement simple yet useful pieces of software.

Penetration Testing Process

15 Sections Fundamental General

This module teaches the penetration testing process broken down into
each stage and discussed in detail. We will cover many aspects of the
role of a penetration tester during a penetration test, explained and
illustrated with detailed examples. The module also covers pre-
engagement steps like the criteria for establishing a contract with a
client for a penetration testing engagement.

Footprinting

21 Sections Medium Offensive

This module covers techniques for footprinting the most commonly used
services in almost all enterprise and business IT infrastructures.
Footprinting is an essential phase of any penetration test or security audit
to identify and prevent information disclosure. Using this process, we
examine the individual services and attempt to obtain as much
information from them as possible.
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Information Gathering - Web Edition

19 Sections Easy Offensive

This module equips learners with essential web reconnaissance skills,
crucial for ethical hacking and penetration testing. It explores both active
and passive techniques, including DNS enumeration, web crawling,
analysis of web archives and HTTP headers, and fingerprinting web
technologies.

Incident Handling Process
9 Sections Fundamental General

Security Incident handling has become a vital part of each organization's
defensive strategy, as attacks constantly evolve and successful
compromises are becoming a daily occurrence. In this module, we will
review the process of handling an incident from the very early stage of
detecting a suspicious event, to confirming a compromise and responding
toit.

Security Monitoring & SIEM Fundamentals
11 Sections Easy Defensive

This module provides a concise yet comprehensive overview of Security
Information and Event Management (SIEM) and the Elastic Stack. It
demystifies the essential workings of a Security Operation Center (SOC),
explores the application of the MITRE ATT&CK framework within SOCs,
and introduces SIEM (KQL) query development. With a focus on practical
skills, students will learn how to develop SIEM use cases and
visualizations using the Elastic Stack.

Introduction to Threat Hunting & Hunting With Elastic

6 Sections Medium Defensive

This module initially lays the groundwork for understanding Threat
Hunting, ranging from its basic definition, to the structure of a threat
hunting team. The module also dives into the threat hunting process,
highlighting the interrelationships between threat hunting, risk
assessment, and incident handling. Furthermore, the module elucidates
the fundamentals of Cyber Threat Intelligence (CTI). It expands on the
different types of threat intelligence and offers guidance on effectively
interpreting a threat intelligence report. Finally, the module puts theory
into practice, showcasing how to conduct threat hunting using the Elastic
stack. This practical segment uses real-world logs to provide learners
with hands-on experience.

Windows Event Logs & Finding Evil

6 Sections Medium Defensive

This module covers the exploration of Windows Event Logs and their
significance in uncovering suspicious activities. Throughout the course,
we delve into the anatomy of Windows Event Logs and highlight the logs
that hold the most valuable information for investigations. The module
also focuses on utilizing Sysmon and Event Logs for detecting and
analyzing malicious behavior. Additionally, we delve into Event Tracing for
Windows (ETW), explaining its architecture and components, and provide
ETW-based detection examples. To streamline the analysis process, we
introduce the powerful Get-WinEvent cmdlet.
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